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UBND TiNH HUNG YEN CONG HOA XA HOI CHU NGHIA VIET NAM
SO TAINGUYEN VA MOI TRUONG DPjc 1ap - Tw do - Hanh phiic
SO:HYSTNMT- CNTT Hung Yén, ngaydthdng 6 nam 2017

V/v canh bao va thyuc hién cdc bién
phapddm bdo an toan an ninh thong tin,
xtr Iy 16 héng nghiém trong trong mot
s6 Chip Intel, may tinh HP

Kinh giri: Cac phong, don vi thudc so

Thuc hién Ké hoach 146/KH-UBND ciia UBND tinh ngay 31/5/2017 vé vige
tiép tuc thuc hién Chi thj s6 28-CT/TW ngay 16/9/2013 cua Ban bi thur Trung uong
Pang vé ting cudng cong tic dam bdo an toan thong tin mang; Céng vin
1252/UBND- NC ctia UBND tinh ngay 30/5/2017 vé viéc Quan 1y, thiét Iap, dam
bao hoat dong céc trang thong tin dién tir; ddm bao an ninh an toan théng tin, bao
vé bi mat nha nudc, phong ngira ngin chin mi doc; Cong vin sb 320/STTTT-
CNTT cua S& TT&TT ngay 30/5/2017 vé viéc canh bio 18 héng nghiém trong
trong mét s6 dong Chip Intel va may tinh HP.

Hién nay, cong tic ddm bao an toan an ninh théng tin dbi v6i may tinh ca
nhén, t6 chire dic biét 1a dbi véi céc co quan td chirc nha nudce ngay cang trd lén
quan trong va cip bach. Trong thdi gian vira qua da xay ra rat nhiéu vu viéc lién
quan dén mét an toan an ninh théng tin nhu viée tin tic tin cong bang sir dung ma
doc WannaCry (tdn céng hon 100 quéc gia trong d6 ¢6 Viét Nam ), gan day nhét 1a
16i 16 hdng bao mét cta Chip Intel va 13 héng (keyloger) cia dong may tinh HP.
Day 14 16 héng nghiém trong ¢ kha nang anh hudng rong dén hé thong thong tin
ctia nhiéu don vi, khi khai thac thanh cong 16 héng nay, tin tic hoan toan c¢é thé
kiém soat mdy tinh nguy hidm hon 12 kiém sodt & mirc do phén cimg, doc lap véi
hé diéu hanh nhu: Xéa dir liéu mdy tinh, xéa di va cai lai hé diéu hanh, ghi lai cac
thao tdc trén ban phim ciia nan nhdn, .. va ¢é thé thuc hién bét ki cac hanh vi nguy
hiém néo. ‘

Dé phong nglra va thuc hién cac bién phap dam bao an toan thong tin v&i cac
may tinh, thiét bi cong nghé thong tin trong phong, don vi cia minh, lya chon mua

sim may tinh, thiét bj ddm bao an toan. S& Tai nguyén va Mbi truong yéu ciu cac
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phong, don vi trién khai ngay mét s0 bién phap nhdm dam bao an toan, an ninh

thong tin ctia phong, don vi, c4 nhan nhu sau:

1. Tiép tuc thuc hi¢n cac bién phdp ddm bao an toin an ninh thong tin cua
phong, don vj theo Cong vin s6 569/STNMT-CNTT ctia S& Tai nguyén va moi
trudng ngdy 18/5/2017 vé viéc thuc hién cac bién phap xur Iy ma ddc WannaCry
trong hé thong mang. .

2. Tién hanh ra sodt, cp nhét ban va 15 héng bao mat néi trén cho céc dong
may tinh, thiét bj trong h¢ théng c6 kha ning bi anh huéng (theo hucng dén dinh
kem)

3. Lanh dao céac phong, don vj cir can bé co du ning luc phu trach vé an toan
va an ninh, chiu trdch nhiém dam bao an ninh va an toan hé théng thong tin ctia
phong, don vi minh quan ly.

4. Trung tdim Cong nghé théng tin tai nguyén méi truomg co trach nhiém
hudng dan cac quy dinh, bién phép ddm bao an toan an ninh théng tin cho cac
phong, don vi. Kiém tra, ra soat hé théng mang, Céng théng tin dién tr cla So,
dam bao tinh sin sang thong tin va hé théng théng tin khi xay ra su c¢é mat an toan
théng tin, an ninh mang. Kip th&i phdi hop véi co quan chirc ning (Céng an tinh,
S& thong tin va truyén théng) ngin chin, khic phyc khi phét hién c6 ddu hiéu mit
an toan thong tin hoic bi tan céng,

Yéu ciu céc phong, don vi khan truong thuc hién ngay cac bién phap néu
trén. Trong qud trinh trién khai, néu c6 vuéng miéc dé nghj lién hé véi Trung tam
Cong nghé thong tin - S& Tai nguyén va Mai trudng, dién thoai: 02213.551.337 ;
thu dién tir cntt.tnmt@hungyen.gov.vn; hodc P/c Vii Quéc Trinh — Dién thoai:
0936.58.28.26 dé dugc hudng din, giai déap./.
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BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HO1 CHU NGHIA VIEYT NAM
CUC AN TOAN THONG TIN Déc ldp - Twr do - Hanh phiic

Sé: ATHICATTT-TDQLGS Ha N§i, ngay 26 thang 5 nim 2017
V/v canh bio mdt s6 15 hdng nghiém trong
trong mét s6 Chip Intel va mét s6

SOTHONG TINVA TRUYEN ThHG ARG Y tinh HP

w |86... 4435 kion Ti:

DEN Ngﬁyﬂﬂ/.EJZO/ﬂ.... - Pon vi chuyén trach v& CNTT cac B8, co quan ngang 836,
""""""""" ¢o fuan thude Chinh phu;
) Y - 8¢ Théng tin va Truyén théng cac tinh, thanh phé truc
E\S}yl“ .’ f} TOC"ThUQc Trung wong;
- Cac Tap doan kinh té; Tng cong ty nha nudce:; Td chie tai
chinh va ngin hang,

Gan day, cc 18 héng méi trén nhidu nén tang hé didu hanh cling nhu phin
mém diéu khién (firmware) tich hop sén trén cic may tinh, thiét bi npay cang
duoc tin tic loi dung dé thue hién céc cudc tan cong nguy hiém.

Mot sb 15 héng nghiém trong c¢6 kha ning anh hudng rong téi cac hé
thong théng tin cta nhidu don vi nh sau:

1. L) héng trong mt s6 dong méy st dyng Chip Intel;

2. L6 hdng (keylogger) trong trinh diéu khién 4m thanh cia mét sé dong
may HP.

(Chi tiét vé 15 h(fng O trong tai liéu kém theo).

Cuc An toan thong tin dé& nghi cac co quan, td chirc thue hién cic bién
phap bao dam an toan thong tin d6i véi cac don vi, ¢4 nhan thuéce pham vi minh
quan ]y nhu sau:

- Kiém tra, ra soat va cdp nhét ban va cua 16 héng bao mat néi trén cho
cac mdy tinh, thiét b trong hé théng c6 kha ning bj anh hudng;

- Ra 504t va v4 cdc 16 hdng an toan théng tin khéc trong hé thng;

- Téng cudng, chi déng theo ddi va c6 ké hoach, bign phap xur 1y khi ¢ 16

hdng m¢i dé phat hién, ngan chiin sém cic nguy co tin cong mang.



Khi trién khai céc ni dung néu trén, trong trudng hop cén thiét, Quy don
vi ¢ thé lién hé vdi Cuc An toan thdng tin, DT: 0439436684, thu dién tor
bi_huven@mic.gov.vn dé dugc phéi hop, hd tro.

Trdn trong./.

Noi nhén: KT CUC TRUONG

- Nhwr trén; i
- Cye truong (deE ble);
- Larw: VE.TDQLGS.

Nguyén Huy Diing



CANH BAO LO HONG TRONG MOT SO DONG MAY SU DUNG
CHIP INTEL
(Kém theo Cong vin s6 LT3 /CATTT-TDQLGS ngay 26/5/2017)

1. Thong tin chung

- Mirc d¢: Nghiém trong

- M4 16i quéc té: CVE-2017-5689, INTEL-SA-00075

- Anh huong: Cac dong may st dung cong nghé¢ Intel® Active Management
Technology (AMT), Intel® Standard Manageability (ISM) va Intel® Small
Business Technology (SBT) phién ban 6.x, 7.x, 8.x 9.x, 10.x, 11.0, 11.5, va
11.6.

Ngay 5 thang 5 nim 2017, nhém cac chuyén gia bao mat Embedi da cdng
bé mét 15 héng bao mat trong cac méy tinh sir dung céng nghé Inte] AMT cho
phép vugt qua co ché xéic thuc dé chiém quyén didu khién hé théng. Duoc biét,
16 héng ndy da dugc nhém phat hién tir giira thang 3 nim 2017 trong qua trinh
kiém tra cac giao thirc va dich vu mang bén trong Intel ME firmware.

L5 héng nay nim bén trong thanh phin xac thuc cta chie nang Inte!
AMT Web (chirc néng cho phép quan tri vién ¢6 thé quan ly cac PC, mdy tram
va may chu tir xa) dugc cai sin trén Chip cia may tinh. Intel AMT/ISM ling
nghe trén mot s6 cong méc dinh 13 16992, 16993. Mot sb cng lién quan khac
ciing ¢6 thé dugc sir dung gdm16994, 16995, 623, 664.

Khi khai théc thanh céng 16 hong nay, tin tic hoan toan cé thé kiém soat
may tinh nguy hiém hon 1a kiém sodt & mirc do phin cimg, doc 1ap vei hé didu
hanb, tin tic hoan toan c6 thé pha huy 0an bé dit liéu hé théng, xoa di, cai lai hé
diéu hanh....va thuc hién bét ky hanh vi nguy hiém nao.

2. Khuyén nghi

Nhim bao dam an toan théng tin va phong trénh vige tin tic loi dung 16
hong dé thuc hién nhimg cuéc tin cong mang nguy hiém, Cuc ATTT khuyén
nghi cac quan tri vién tai cdc co quan, don vi nhanh chéng kiém tra va cap nhat

ngay ban va turong (mg cho cac may tinh bi inh huéng.
3. Mot s6 hudng din kiém tra va cap nhat firmware.

Dé kiém tra xem mdy tinh cé bi anh huong khéng: co thé sir dung mét trong cac
cach sau:



- Kiém tra xem c¢6 mé cac cdng lién quan: sir dung céng cu quét cbng (nhu
nmap, netstat);

- Sir dung cong cu do Intel phat hanh;

- Kiém tra theo timg dong may tinh.
Kiém tra sir dung Cong cu cua Intel:

- Windows: https://downloadcenter.intel.com/download/26755

- Linux (ubuntu):
https://downloadcenter.intel.com/download/26799/INTEL-SA-00075-Linux-
Detection-and-Mitigation-Tools?wapkw=intel-sa-00075

o INTEL-SA-00075 Discovery Tool - x

Risk Assessment »

Based onthe version of the ME, the System s Not Vulnerable.
¥ Vuinerable, contact your OEM For support and remediation of this systern.
For more :rﬂumahon refer to CVE-2017-5689 at'

WCVE 2017.5680 or the Intel secunty advisory
IrrleLSA—OOO?’S at:
|rltelld-lNTEL-SA-000?5§ nquageidzenlfr

INTEL-SA00075 Discovery Tool Gl Version

Application Version: 10.1.6
Scan date: 08/052017 14:03:28

Host Computer Information

Name: DESKTCP{TBR098

Manufacturer: FUJTSU

Model; CSPRMO_D556

Processor Name: Intei(R) Core{TM}i7-6700 CPU @ 3.40GHz
Windows Version: Microsolt Windows 10 Pro

BAP™ lenla cmn o & o

Kiém tra bing cdng cu cua Intel trén Windows
- Kxem tra theo danh sach cc phién ban b anh huéng ciia timg hing.

* HP Inc. - http://www8.hp.com/us/en/intelmanageabilityissue html

e HP Enterprise -
http://h22208. www2.hpe.com/eginfolib/securityalerts/CVE-2017-5689-
Intel/CVE-2017-5689.html

* Lenovo - https://support.lenovo.com/us/en/product_security/LEN-14963

» Fujitsu - http://www.fmworld.net/globalpc/intel_firmware/

¢ Dell Client -
http://en.community.dell.convtechcenter/extras/m/white_papers/2044391
4

e Dell EMC-

http://en.community.dell. com/techcenter/extras/m/whxte _papers/2044393
7.



Acer - https://us.answers.acer.com/app/answers/detail/a_id/47 162
Asus - https://www .asus.com/News/uztEkib4zFMHCn5r

Panasonic - http://pc-dl.panasonic.co.jp/itn/info/osinfo20170512.htm]
Toshiba - https://support.toshiba.com/sscontent?contentld=4015668
Inte] - NUC, Compute Stick and Desktop Boards

* & & & @

(Theo déi va cdp nhdt trén trang cia Intel tai dia chi: htips://securin-
center.intel.com/advisory.aspx?intelid=INTEL-SA-00075& lan guageid=cn-fr

Dé cdp nhat ban va:

- Khuyén nghi nén theo huéng dan cua timg dong may,

- Trong trudmg hop chua c¢é thi 4p dung cée bién phap theo hudng dan cua Intel
tai htips://downloadcenter.intel.com/download/26754 (& mirc Hé didu hanh va
mtrc mang.

4. Tham khio

hztps:!/securitv—cemer.ime].com/advisorv.aspx‘?inlelid':ENTEL—SA-()()O_?_S&lanmlaucidf-en—!:r,
htips://www.embedi.com/files/white-papers/Silent-Bob-is-Silent. pdf

manageability-firmware/




CANH BAO KEYLOGGER CA1 DAT SAN TRONG MQT SO
DONG MAY HP
(Kem theo Céng vin séng’? L /CATTT. ~TDQLGS ngay 26/5/2017)

1. Thong tin va 13 héng.

~ Mirc d6: Cao

- M2 16i quéc té: CVE-2017-8360

- Anh hudng: mt sé dong may HP sir dung trinh diéu khién 4m thanh Conexant
(tham chiéu muc 3).

Trong qué trinh nghién ctru vé nhém chuyén gia Modzero dén tir Thuy s
da phat trinh diéu khién 4m thanh trong mdt sé dong may HP cé tich hop sin
chirc nang ghi lai tat ca cac thao tic cia ban phim. Thong thudng day 1a chire
nang tin tic sir dung dé an trom thdng tin nhay cam ma nguoi ding nhap vao tir
ban phim nhur tai khoan email, tai khoin ngan hang, thong tin thé thanh toan. ...

Vi tri trinh diéu khién

C:\Windows\System32\MicTray 64.exe

C:\Windows\System32\MicTray.exe

Thong tin ghi vao trong file log & C:\Users\PublicWMicTray.log. Bt ky
tién trinh nao chay trén hé thdng cing phién dang nhdp cia ngudi ding déu c6
quyén truy cdp vao cac file nay. Do vdy viéc thu thap nhimng théng tin nhay cam
nay 14 rit d& dang.

Ngay 19/5 tap doan HP ciing d# xac nhin va dua ra ban va cho cac dong
may b1 anh hudng.

2. Khuyén nghi

- Kiém tra loai bé trinh diéu khién bi anh huong trén may, xoé cdc file thyuc thi

va file log néu van tdn tai trén hé théng.

- Theo déi va cap nhét ban va méi cho trinh diéu khién tai
https://support.hp.com/us-en/product/hp-probook-430-g3-notebook-

pc/7834547/document/c05519670/

3. Danh sach dong may bj anh hréng

HP EliteBook 820 G3 Notebook PC
HP EliteBook 828 G3 Notebook PC
HP EliteBook 840 G3 Notebook PC
HP EliteBook 848 G3 Notebook PC
HP EliteBook 850 G3 Notebook PC
HP ProBook 640 G2 Notebook PC






HP ProBook 650 G2 Notebook PC
HP ProBook 645 G2 Notebook PC
HP ProBook 655 G2 Notebook PC
HP ProBook 450 G3 Notebook PC
HP ProBook 430 G3 Notebook PC
HP ProBook 440 G3 Notebook PC
HP ProBook 446 G3 Notebock PC
HP ProBook 470 G3 Notebook PC
HP ProBook 455 G3 Notebook PC
HP EliteBook 725 G3 Notebook PC
HP EliteBook 745 G3 Notebook PC
HP EliteBook 755 G3 Notebook PC
HP EliteBook 1030 G1 Notebook PC
HP ZBook 15u G3 Mobile Workstation
HP Elite x2 1012 G1 Tablet
HP Elite x2 1012 G1 with Travel Keyboard
HP Elite x2 1012 G1 Advanced Keyboard
HP EliteBook Folio 1040 G3 Notebook PC
HP ZBook 17 G3 Mobile Workstation
HP ZBook 15 G3 Mobile Workstation
HP ZBook Studiec G3 Mobile Workstation
HP EliteBook Folio G1 Notebook PC

H¢ didu hanh
Microsoft Windows 10 32
Microsoft Windows 10 64
Microsoft Windows 10 10T Enterprise 32-Bit (x86)
Microsoft Windows 10 IOT Enterprise 64-Bit (x86)
Microsoft Windows 7 Enterprise 32 Ldition
Microsoft Windows 7 Enterprise 64 Edition
Microsoft Windows 7 Home Basic 32 Edition
Microsoft Windows 7 Home Basic 64 Edition
Mierosoft Windows 7 ITome Premium 32 Edition
Microsoft Windows 7 Home Premium 64 Edition
Microsoft Windows 7 Professional 32 Edition
Microsoft Windows 7 Professional 64 Edition
Microsoft Windows 7 Starter 32 Edition
Microsoft Windows 7 Ultimate 32 Edition
Microsoft Windows 7 Ultimate 64 Edition
Microsoft Windows Embedded Standard 7 32

Microsoft Windows Embedded Standard 7E 32-Bit
4. Tham khao:

https://www.modzero.ch/advisories/MZ-17-01-Conexant-Keylogger.txt
https://support.hp.com/us-en/product/hp-probook-430-g3-notebook-
pc/7834547/document/c05519670/
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